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1L WRZEE

1.1. RPC#O &

1. RPC ThEE LB s it
RPC #5113

AifE:

xcluster_query_manager::xcluster_query manager(observer_ptr<store::xstore_face_t> st
ore,

observer_ptr<base::xvblockstore t> block store,
xtxpool_service::xtxpool_proxy face ptr const & txpool_service)

: m_store(store), m block store(block store), m txpool service(txpool service), m_bh
(m_store.get(), m_block_store.get(), nullptr) {

CLUSTER_REGISTER_V1_METHOD(getAccount);
CLUSTER_REGISTER_V1_METHOD(getTransaction);
CLUSTER_REGISTER_V1_METHOD(get transactionlist);
CLUSTER_REGISTER_V1_METHOD(get_property);
CLUSTER_REGISTER_V1_METHOD(getBlock);
CLUSTER_REGISTER_V1_METHOD(getChainInfo);
CLUSTER_REGISTER_V1_METHOD(getIssuanceDetail);
CLUSTER_REGISTER_V1_METHOD(getTimerInfo);
CLUSTER_REGISTER_V1_METHOD(queryNodeInfo);
CLUSTER_REGISTER_V1_METHOD(getElectInfo);
CLUSTER_REGISTER_V1_METHOD(queryNodeReward);
CLUSTER_REGISTER_V1_METHOD(listVoteUsed);
CLUSTER_REGISTER_V1_METHOD(queryVoterDividend);
CLUSTER_REGISTER_V1_METHOD(queryProposal);
CLUSTER_REGISTER_V1_METHOD(getStandbys);

CLUSTER_REGISTER_V1_METHOD(getCGP);
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}

KIESE D)

template <class T>
xedge_method_base<T>: :xedge_method_base()

: m_edge_local method_ptr(top::make_unique<xedge local method<T>>(elect_main, xip2))
, m_archive flag(archive_flag) {

m_edge_handler_ptr = top::make_unique<T>(edge_vhost, ioc, election_cache_data_ac
cessor);

m_edge_handler_ptr->init();

EDGE_REGISTER_V1_ACTION(T, sendTransaction);

RS
¥ Eitipa

body

=
R
W

5

identity_token DM CORIEH, R

method B R ITIE

sequence_id SEIREL

target_account_addr M bl CGRAEAH, RIRLD

version RPC APl flAs ([#H €N 1.0)

FEH1E R S % account_addr 3,5 7E body 1, body A& 4 5 K] json FA&FH . iln:

1 body=R7BR22paramsk22%3AK7E%22account _addrk22R%3A%22TO0000Lh]29VReFAT958ZqFWZ2ZdMLot2PS5D5YCR22%70%7DR0AIdent ity _token=&
method=getAccount&sequence_id=1&target_account_addr=1&version=1.0

wdy Cookies Headers (2] TestResults @ status: 200 OK Time: 5ms Size: 7728 Save Respons

Pretty Raw Preview Visualize Text = [

1 {"data":j"account_addr”:"TOO00OLhj29VReFATISEZqFWZ2ZdMLOot2PSED5YL", "available_gas" :25000, "balance”:2999997000000000,
"burned_token":9,"cluster_id":1, "created_time":1573189200, "disk_staked_token":8,"gas_staked_token":9,"group_id":64,
"latest_tx_hash":"@xbdf39f175db02a52b254305a902fal3a798075ebdafbcd21826db20c80bedb2d",

"latest_tx_hash_xxhashéd”: "0x3f694c15c7£81684"  "latest_unit_height":8, "lock_balance”:8, "nonce”:1, "recv_tx_num":0,
"total_free_gas"|:25000, "total_gas":25000,"total_stake_gas":0, "unconfimm_sendtx_num”:8, "unlock_disk_staked":0,
"unlock_gas_staked":0, "unused_free_gas":25000, "unused_stake_gas":0,"unused_vote_amount":0,"vote_staked_token":9, "zone_id":8},
‘errmsg":” ", "errno":0,"sequence_id":"1"}

0

=

1 RPC &7
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target_account_addr £l identity_token H FiA&f#F], {H/ target_account_addr Afig B =¥ 4L sequece_id
KRR, AU ERTFR&TRF s version 24 1.0,

B A curl/postman 25 1. B B 4% A RPCiE KAk, & n] LU B 7 3R (L% P i topio, LA 2
HAEMIESA RPCIER .

2. RPC LR R &+

FER A AR A REEATRER RPC API, XA RURE BMER . (ERERZ SN, FEHRE (%
M. 9 stakings PAUEM . T AR ASTHCE ). G215 #H sendTransaction 5E R, 18
TR I8 25 42 SR BGIF 1 SR R T 5 17

TOP Chain ' RPC & >R AR edge # L7 RS, FoAth M EL0-15 SAFF I RPC AR 45 #2110
RPC Ak 55 #1aa AR :

// src/xtopcom/xrpc/xrpc_init.cpp
xrpc_init::xrpc_init(

//...

assert(nullptr != vhost);

assert(nullptr != router_ptr);

/1 FIWrE Y

switch (node_type) {

// BETT R

case common::xnode_type t::consensus_validator:
assert(nullptr != txpool service);
assert(nullptr != store);
init _rpc_cb_thread();
/] oy Rl

m_shard_handler = std::make_shared<xshard rpc_handler>(vhost, txpool service
, make_observer(m_thread));

m_shard_handler->start();

break;




/] HURL ZECIER R M. RECIEER IR
case common::xnode_type_ t::committee:
case common: :xnode_type_t::zec:
case common::xnode_type_ t::consensus_auditor:

assert(nullptr != txpool_service);
init_rpc_cb_thread();

m_cluster_handler = std::make_shared<xcluster_rpc_handler>(vhost, router_ptr
, txpool service, store, block store, make observer(m_thread));

m_cluster_handler->start();
break;
/] AET R
case common: :xnode_type_t::edge: {
init_rpc_cb_thread();

m_edge_handler = std::make_shared<xrpc_edge_vhost>(vhost, router_ptr, make o

bserver(m_thread));
auto ip = vhost->address().xip2();

// JFE http RS

shared ptr<xhttp_server> http_server_ptr = std::make shared<xhttp server>(m_
edge_handler, ip, false, store, block_store, elect_main, election_cache_data_accesso

r);

http_server_ ptr->start(http_port);

//FF 8 websocket JiR%%

shared_ptr<xws_server> ws_server_ptr = std::make_shared<xws_server>(m_edge_h
andler, ip, false, store, block store, elect_main, election_cache_data_accessor);

ws_server_ptr->start(ws_port);

break;

}

case common::xnode_type t::archive: {

xassert(false);




) et

BEOSIN

default:

break;

edge 17 SR ALY RPC 42 X T8 K K7 RS 3 22 /2 method 74 sendTransaction [#)%5 44 46 7

// src/xtopcom/xdata/src/xtransaction.cpp
bool xtransaction_t::sign_check() const {

static std::set<uintl6_t> no_check_tx_type { xtransaction_type_lock_token, xtran
saction_type unlock token };

std::string addr_prefix;

/] FRERERAE AL

if (std::string::npos != get_source_addr().find_last_of('@')) {
uintl6_t subaddr;

base::xvaccount_t::get prefix_subaddr_from_account(get_source_addr(), addr_p
refix, subaddr);

} else {

addr_prefix = get_source_addr();

utl::xkeyaddress t key address(addr_prefix);

uint8_t addr_type{255};

uintle_t network id{65535};

//get param from config

uintl6_t config_network_id = 0;//xchain_param.network_id

if (!key_address.get type and netid(addr_type, network_id) || config_network_id
I= network_id) {

xwarn("network_id error:%d,%d", config_network_id, network_id);

return false;
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}

if (no_check_tx_type.find(get_tx_type()) != std::end(no_check_tx_type)) { // no
check for other key

return true;
}
/1 o GER IR A4 AR
utl::xecdsasig t signature_obj((uint8_t *)m_authorization.c_str());
/1 FIWrHHESEAY . 2R
// verify_signature W#{#if] SECP256K1 [ API &L ECDSA %44

if (data::is_sub_account_address(common::xaccount_address_t{ get_source_addr() }
) || data::is_user_contract_address(common::xaccount_address_t{ get_source_addr() })
) A

return key_address.verify_ signature(signature_obj, m_transaction_hash, get p
arent_account());

} else {

return key_ address.verify signature(signature_obj, m_transaction_hash);

}

F& sendTransaction 2 4, HABE WSRO BT ATFER, ALY A B #E USRS B in) 8

1.2. 95 )RR
1. fuzzing M3t
EFXF TN RPC IRSS, A ZET Sulley #4422 1 T H AT BRI, W+




Contro

2 Fuzzing izt

IR ZMRER A, ARG TN B e 3 EOT 3 B M A . A I A AR o T, R R B 2 s ml
S G2 X i HY AT DOS Mty

2. ARERE 5 I

=42 B sender 1 receiver Hilik, FrEKEMIRIEIEEA S, BT edge Wi i =R G|, FERFEL K%
5 i R EIE RIEIE R A 5

asus@ubuntu I feat/new_horizons e transfer TOOOOOLX4mzWt7VWTPNhCgnUhoYojjy8HHuHrcFF 5 tx_test
[debug]ledge_domain_name: http://unnecessary.org
[debugledge_ip: 127.0.0.1:19681
[debug]lget seeds from failed
[debug]task_dispatcher 1init
[debuglregister protocols
TOOEOOLhj29VReFAT958ZqFWZ2ZdMLot2PS5D5YC not found on chain!

asus@ubuntu transfer TOOOOOLX4mzWt7VWTPNhCgnUhoYojjy8HHuHrcFF 5 tx_test
[debugledge_domain_name: http://unnecessary.org
[debugledge_+ip: 127.0.0.1:196081
[debug]get seeds from failed
[debug]ltask_dispatcher 1init
[debug]register protocols
Transaction hash: 0x12fcd35e5d48729be4017922a7fd8825f88a7aefacade630601d818a3e008772
Please use command 'topio querytx' to query transaction status later on!!!

3AEER FMR
{5 noratelimit FLHT 4R AU, FERRRIL AR S IREIL T, TE 338 5 o LURID AL .

2. BB R RE
2.1 FhGIE B

// src/xtopcom/xcrypto/src/xckey.cpp:xecprikey t::xecprikey t()
xecprikey t::xecprikey_t() //sha256(32bytes random)->private key

{

memset(m_publickey key,0,sizeof(m_publickey key));
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// BNl buffer H4hk
xrandom_buffer(m_private_key,sizeof(m_private key));
uint256_t  hash_value;

xsha2_256_t hasher;

// Wl FRT

auto now = std::chrono::system_clock: :now();

auto now_nano = std::chrono::time_point_cast<std::chrono::nanoseconds>(now);
int64 t time_seed = now_nano.time since_epoch().count();
// sha256 %
hasher.update(&time_seed,sizeof(time_seed));
hasher.update(m_private_key, sizeof(m_private_key));
hasher.get_hash(hash_value);

const int over_size = std::min((int)hash_value.size(),(int)sizeof(m_private_key)

)s
for(int 1 = @; i < over_size; ++i)
{
m_private key[i] += ((uint8 t*)hash_value.data())[i];
}

//paired with BN_bin2bn() that converts the positive integer in big-
endian from binary

m_private_key[0] &= 0x7F; //ensure it is a positve number since treat is big-
endiam format for big-number

m_private_key[31] &= 0x7F; //ensure it is a positve number

generate public_key();

BEMLE A5 1 ARG Dy BERLECE BRI RS RS/ deviurandom, 2 A5 i 5t 4% BB R e Al EL A R
VRIOFREEE FE AR R, 236 Unix RS0 HER IIBENLECR 7.

static uint32_t xrandom32()

{
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//get_sys_random_number might be replaced by std::random_device without xbase 1li

const uint64_t seed = base::xsys_utl::get_sys_random_number() + base::xtime_utl:
:get_fast_random();

return (uint32 t)(seed >> 8);

}

AP T — T B A BE A LT (K FA BH2E Bl pR A

xecprikey t::xecprikey t(const std::string rand_seed) //sha256(rand_seed.32bytes ran
dom)->private key

{
/]...
hasher.update(rand_seed);
/]...

}

22 FERE

TOP Chain #2177 i TOPIO fif Fi SCAHE Al 5, BASCIFRT 2 %6 %) keystore {5 B it AES-256

e

// src/xtopcom/xtopcl/src/xcrypto.cpp

void aes256_cbc_encrypt(const std::string & pw, const string & raw_text, std::ofstre
am & key file) {

AES_INFO aes_info;
fill_aes_info(pw, raw_text, aes_info);
/1 BAMEIRIE . VI, 0

writeKeystoreFile(key file, aes_info.iv, aes_info.ciphertext, aes_info.info, aes
_info.salt, aes_info.mac);

}

keystore SCA4F7
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"account address" : "TO0000LdizAZhkjv3CYxrtsEHUvwFp5MGcEcI1Kb",
"crypto" : {
"cipher" : "aes-256-chc",
"cipherparams" : {
"iv" : "@xcB89elebcbaf8bb158375f57424194df7676cc1236a70d5¢cf76a2f3ead8a57b50"
H
"ciphertext" :
"0x7005354811d30601cla3da30e82b18008ath50a9e59ad75d2cf1b8bOde3e54a32376e3b9fd25f5e3fd8b8d58c988edbe" ,
"kdf" : "hkdf",
"kdfparams" : {
"dklen" : 64,
"info" : "@xdc53f0c521010chB",
"prf" : "sha3-256",
"salt" : "0x3604cldafec4f9d2e47575bf1del5¢c264f1c2074d5061598972224a71886c741"
o
"mac" : "@xe373e864e8b3325549d5a5ff3495b33f40c7c3f5d75df5e99f496f8eaeec2c5a”
by
"hint" : "name",
"key type" : "owner",
"public key" : "BHolTm7nIRP9EEdXsBglNSSkJI7zNBBGLHEYexXFGRg1QKrWmLHE1q2NGsOHXmZre/KmUIfspWLErx0pZXUTCaHY="

%] 4 keystore

R ARG S I E T Y, AEE B Y (resetkeystorepwd) . S\ keystore (importKey) i}
R A

// src/xtopcom/xtopcl/src/xcrypto.cpp

string import_existing_keystore(const string & cache_pw, const string & path, bool a
uto_dec) {

auto key_info = parse_keystore(path);
if (key_info.empty()) {

return K

}
/] R
auto decrypttext = aes256_cbc_decrypt(cache_pw, key_ info);
if (decrypttext.empty()) {
if (lauto_dec) {
cout << "Password error! " << endl;

cout << "Hint: " << key_info["hint"].asString() << endl;

}

return decrypttext;
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2.3. APHEH

2L %26 RPC # O, fEF P A RE S (1A keystore. RABPIZEH) , RAIREH G, SfF
G, e g,

140 i AT FE KN AL B 1

// src/xtopcom/xtopcl/src/api_method_imp.cpp
bool api_method_imp::transfer(
/...
) A
/...
/] FHZEA
if (lhash_signature(info->trans_action.get(), uinfo.private_key)) {
delete info;
return false;
}
task_dispatcher::get_instance()->post _message(msgAddTask, (uint32_t *)info, ©);
auto rpc_response = task dispatcher::get_instance()->get_result();
out_str << rpc_response;

return true;

3. XA w e

3.1. X G EFEHE T
3.1.1. R 5 REUMPE

// src/xtopcom/xdata/xtransaction.h
enum enum_xtransaction_type {

xtransaction_type_create_user_account = 0, // create user account




PR

"R

S

| N

xtransaction_type_create_contract_account

1, // create contract account

xtransaction_type_run_contract = 3, // run contract

xtransaction_type_transfer = 4, // transfer asset

xtransaction_type_alias name = 6, // set account alias name, can be same with ot

her accunnt

xtransaction_type_set_account_keys = 11, // set account's keys, may be elect key

, transfer key, data key, consensus key

xtransaction_type lock token = 12, // lock token for doing something
xtransaction_type unlock token = 13, // unlock token

xtransaction_type create_sub_account

xtransaction_type vote = 20,

xtransaction_type abolish vote = 21,

xtransaction_type_pledge_token_tgas
xtransaction_type_redeem_token_tgas
xtransaction_type_pledge_token_disk
xtransaction_type_redeem_token_disk
xtransaction_type_pledge_token_vote

xtransaction_type_redeem_token_vote

xtransaction_type_max

}s

// src/xtopcom/xdata/src/xtransaction.cpp

16, // create sub account

22,
23,
24,
25,
27,

28,

//
//
//
//
//
//

pledge
redeem
pledge
redeem
pledge

redeem

bool xtransaction_t::transaction type check() const {

switch (get_tx_type()) {

#ifdef DEBUG // debug use

case xtransaction_type create_user_account:

case xtransaction_type_set_account_keys:

token

token

token

token

token

token

for tgas

for disk

for disk
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case xtransaction_type lock_token:

case xtransaction_type unlock_token:

case xtransaction_type alias_name:

case xtransaction_type_create_sub_account:
case xtransaction_type pledge token_disk:
case xtransaction_type redeem_token_disk:
#tendif

/1 HWEHPEL

case xtransaction_type_create_contract_account:
/1 HHEY

case xtransaction_type_run_contract:

/] K

case xtransaction_type_transfer:

/] EEPR TR

case xtransaction_type_vote:

/] BUBHEE

case xtransaction_type_abolish_vote:

// BiE token Wit gas

case xtransaction_type_pledge token_tgas:
// f#8 e gas 1) token

case xtransaction_type_redeem_token_tgas:
// BiE token K ik 22

case xtransaction_type_pledge token_vote:
/] PR IIL SR token

case xtransaction_type redeem_token_ vote:
return true;

default:

return false;
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}

DL i kS RPC i SR A, edge 5 s+ F do_local_method AbFEAZ Sy R, FEZKE request T
(2543073 FANG A o

// src/xtopcom/xrpc/xedge/xedge method manager.hpp:sendTransaction _method
/] VWHRZ WA, WIEESYS request H1[1) hash —%
if (!tx->digest_check()) {

throw xrpc_error{enum_xrpc_error_code::rpc_param_param_error, "transaction hash
error"};

}

[/ WRRCE AT RSk sys_contract_rec_standby pool addr ¥ target_action /%
F nodeJoinNetwork, #ifs &4

if (!(target_action.get_account_addr() == sys_contract_rec_standby_pool_addr && targ
et_action.get_action_name() == "nodeJoinNetwork")) {

if (!tx->sign_check()) {

throw xrpc_error{enum_xrpc_error_code::rpc_param_param_error, "transaction s
ign error"};

}
}

WIS E 5E J5, edge 19 A2 A forward_method KHii 3k 74 &, AR BEERUCT K P B8 B 2% 73 |l 22 5
J3% X R Audit Network

int32 t xtxpool service::request transaction _consensus(const data::xtransaction ptr_
t & tx, bool local) {

/] ...

/] BEBGAE Gy RIEHRIR, FIRER B ARHE NG . AR AERIZ S REER ARG S S, IFHANE
A authorization 7B AFARMAZDAGERREESLR Y, HHUAEA authorization T

int32_t ret = xverifier::xtx verifier::verify send tx_ source(tx.get(), local);
if (ret) {
/] ...

return ret;
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// 325 source HihikWLEF] table id

auto tableid = data::account_map_to_table_id(common::xaccount_address_t{tx-
>get_source_addr()});

// 83 table id FIWTE R T ZHT ML
if (!is_belong to_service(tableid)) {
/] ...
return xtxpool::xtxpool_error_transaction_not_belong_to_this_service;
}
/] FIKiZZ 5 target M2 52 KRG & 200K - HJg T 251K zone

if (is_sys_sharding_contract_address(common: :xaccount_address_t{tx-
>get_target_addr()})) {

[/ WHSE, REFHLEAINEISE 5 target Ml
tx->adjust_target address(tableid.get subaddr());

}

/1 USINAE 5 BETK P 2% (58 Sy it

return m_txpool->push send_tx(tx);

}

RSO B 3 receipt 5231 H push_recv_tx 5% push_recv_ack_tx

//src/xtopcom/xtxpool/src/xtxpool.cpp
int32_t xtxpool t::on_receipt(const data::xcons_transaction_ptr_t & cons_tx) {
int32_t ret;
/1 BRI tx FREOTT, BINEE S RIS it
if (cons_tx->is recv_tx()) {
XMETRICS_COUNTER_INCREMENT("txpool receipt_recv_total", 1);
return push recv_tx(cons_tx);
} else {
/] WUERFE tx KIETT, SRR RO R 58 5 receipt

return push recv_ack tx(cons_tx);
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}

AT I 1 BARAS AL T sre/xtopcom/xtxexecutor H,  7E xtransaction_context.h & S T AR 52 5 AT
NI, THEMITE (make_block) DL EEIGIE Cverify block) B 234 AT

> ?3 xtransaction_create_user_account

> %2 xtransaction_create_contract_account
b ?3 xtransaction_run_contract

> % xtransaction_transfer

> %2 xtransaction_pledge_token

> 4z xtransaction_redeem_token

> % xtransaction_pledge_token_tgas

> %g xtransaction_redeem_token_tgas

> % xtransaction_pledge_token_disk

> 43 xtransaction_redeem_token_disk

> %g xtransaction_pledge_token_vote

> %2 xtransaction_redeem_token_vote

> %g xtransaction_set_keys

> % xtransaction_lock_token

> % xtransaction_unlock_token

> 4 xtransaction_create_sub_account

> % xtransaction_alias_name

b “?:g xtransaction_context_t

> % xtransaction_vote

)

43 xtransaction_abolish_vote
5 X ZHITHIERE

3.1.2. X 5 B B i

ATE i TOP Chain b 7S 5 & 75 ] DALE [FI R AL AN [F) B Bl [R) — 2% 8% L FE . 7E Top Network #, 4l
RAETF) — 2B S AR PE2ERS 5, 24 A R AR — g i TR) A, TG v25 ik i T R 56

// src/xtopcom/xverifier/src/xtx_verifier.cpp
// verify trx duration expiration

int32_t xtx_verifier::verify tx_duration_expiration(const data::xtransaction_t * trx
_ptr, uint64_t now) {

uint32 t trx_fire_tolerance time = XGET_ONCHAIN_ GOVERNANCE_ PARAMETER(tx_send tim
estamp_tolerance);

uinte4_t fire_expire = trx_ptr->get fire timestamp() + trx_ptr-
>get _expire duration() + trx_fire_tolerance time;
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if (fire_expire < now) {

xwarn("[global_trace][xtx_verifier][verify_tx_duration_expiration][fail], tx
:%s, fire_timestamp:%" PRIu64 ", fire_tolerance_time:%" PRIu32 ", expire_duration:%"
PRIul6e ", now:%" PRIu64,

trx_ptr->dump().c_str(), trx_ptr-
>get_fire_timestamp(), trx_fire_tolerance_time, trx_ptr-
>get_expire_duration(), now);

return xverifier_error::xverifier_error_tx duration_expired;

xdbg("[global_trace][xtx_verifier][verify_tx_duration_expiration][success], tx h
ash: %s", trx_ptr->get _digest_hex_str().c_str());

return xverifier_error::xverifier_success;

AT oy P A 6 R I

xbase-15:19:42.941-T134328: [Warn ]-(verify_tx_duration e-plrdrlun.hﬂﬁj
ace] [xtx_verifier][verify_tx_duration_expiration][fail], tx:{ 5 i

TO0O00OLhPZXie5GqcZqoxubBkfMUqo7e9x1EaF56,to=TO0000LRau { g
e7Q,nonce=2,refcount=2,this=0x7fccc8041610}, fire_timestamp:1618814156, fire_toler
ance_time:300, expire_duration:100, now:1618816782

[ 6 B [E)EA L
CIAHIE OIS () SIS 5, A8 B R A8 Dy A0 ANt e I e 25 5

// src/xtopcom/xtxpool/src/xaccountobj.cpp
// B m_tx_map P REEEFELS
auto map_it = m_tx_map.find(tx->get transaction()->get digest str());
if (map_it != m_tx_map.end()) {
/] EFRAEEAY, HARIGN xtxpool_error_request_tx_repeat
drop_invalid_tx(tx, xtxpool error_request_tx_repeat);
return xtxpool_error_request_tx_repeat;

}

T R RS [E) S 0 ol Bk AR B X, X P nonce DA last_tx_hash (4G 75 7 DAR 1% 5 2
T
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// src/xtopcom/xtxpool/src/xaccountobj.cpp
/] HEETEE G nonce {H 5K )7 KIS 5 Bt
if (tx->get_transaction()->get_last_nonce() < m_latest_send_trans_number) {
/] EFAEERS, iGN xtxpool_error_tx_nonce_too_old
drop_invalid_ tx(tx, xtxpool error_tx_nonce_too_old);
return xtxpool_error_tx_nonce_too_old;
}
/...
/1 WRFIEBNT 7S
if (m_send_queue.empty()) {

/] EHT5E 5 nonce WZAE TR RIESE S HE

if (tx->get_transaction()->get_last _nonce() != m_latest_send_trans_number) {

drop_invalid_tx(tx, xtxpool_error_tx_nonce_incontinuity);
return xtxpool_error_tx_nonce_incontinuity;
}
// % last_tx_hash 5Kk m_latest_send_trans_hash ZitH%%
if (!check_send_tx(tx, m_latest_send_trans_hash)) {
drop_invalid_tx(tx, xtxpool_error_tx_last_hash_error);
return xtxpool_error_tx_last_hash_error;
}
} else {
/1 ARKIEBNIIA N
/1 RIS e 5 — A5 5
auto iter = m_send_queue.rbegin();
auto cons_tx_tmp = iter->m_tx->get transaction();
// % nonce i fa—N 2 5 1) nonce AL (+1)

if (tx->get _transaction()->get last nonce() == cons_tx_ tmp-
>get last nonce() + 1) {




) et

// 5K last_tx_hash % T &5 — 13 %) hash
if (!check_send_tx(tx, cons_tx_tmp->digest())) {
drop_invalid tx(tx, xtxpool error_tx_last_hash_error);
return xtxpool_error_tx_last_hash_error;

}

} else if (tx->get_transaction()->get_last nonce() > cons_tx_tmp-
>get_last_nonce() + 1) {

// nonce NIELMIIEN, EFH
drop_invalid_tx(tx, xtxpool_error_tx_nonce_incontinuity);
return xtxpool_error_tx_nonce_incontinuity;

} else {

// nonce /NTHUEME, HECHHTE S SO HABZZ 55, 4012 nonce HE{H 47l 52 5y I [A] 8k
BoHr, WIEFFARLII A SN AZ 5

int32_t ret = check_and _erase_old nonce duplicate tx(tx);
if (ret != xsuccess) {
drop_invalid_tx(tx, ret);

return ret;

}

// tx sendqueue is full, drop it
if (m_send_queue.size() >= m_send_tx_queue_max_num) {
drop_invalid_tx(tx, xtxpool_error_send_tx_queue_over_upper_limit);

return xtxpool_error_send_tx_queue_over_upper_limit;

WedE AbFE push_recv_tx I 28 & USCHE £ 54

int32 t xtxpool table t::push recv _tx(const xcons_transaction ptr t & cons tx) {

int32_t ret = verify receipt_tx(cons_tx);
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if (ret) {
XMETRICS_COUNTER_INCREMENT("txpool_ push_tx_fail", 1);
return ret;
}
xtransaction_t * tx = cons_tx->get transaction();
uint64_t tx_timer_height = cons_tx->get clock();
std::vector<std: :pair<std::string, uint256_t>> committed_recv_txs;

ret = m_consensused_recvtx_cache.is receipt duplicated(cons_tx-
>get clock(), tx, committed_recv_txs);

/7 MR EE SR
delete_committed_recv_txs(committed_recv_txs);
if (ret != xsuccess) {

xwarn("xtxpool table_t::tx_push fail. table=%s,timer_height:%1d,tx=%s,fail-
%s", m_table account.c _str(), tx_timer_height, cons_tx-
>dump().c_str(), get_error_str(ret).c_str());

return ret;
}
/] ...

return ret;

}

I Hit A B cert FTT 4R/ BN B2 R, FURE ASREE I cert ££ R — I [a] 612 i

int32_t xtransaction_recv_cache_t::check_duplicate_in_cache(uint64_t tx_timer_height, const xtransaction_t * receipt_tx) {
auto iter = m_transaction_recv_cache.find(tx_timer height);
if (iter != m_transaction_recv_cache.end()) {
const auto & tx_hash_set = iter-=second;
auto iterl = tx_hash_set.find{(receipt_tx->digest());
// found from cache, the receipt is duplicate.
if (iterl !'= tx_hash_set.end()) {
xwarn("xtransaction_recv_cache table=%s tx send receipt duplicate.timer_height:%1ld txHash:%s", m_table_account.c_str(),
tx_timer_height, receipt_tx->get_digest_hex_str().c_str());
return xtxpool_error_sendtx_receipt_duplicate;
}
+
xdbg("xtransaction_recv_cache table=%s tx is not duplicate. timer_height:%ld txHash:%s", m_table_account.c_str(), tx_timer_height,
receipt_tx->get_digest_hex_str().c_str());
return xsuccess;

7 WEXM clock EFEE

313 WmAWE
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i A2 ek 5 M L e P Bt AR D B AT, AROY “RrAr” , BGhEE I ER R AR R
BRSMITA NS, M LRt # X E i A = s A, SR X e i
Atk B XCHRBE R UR, GG R RBE N A R TR SRR AR R AR S, WM Tk S o
B, VR e R B T A B LA AL

TOP Chain ffi fIIlk /7 #4, 55 Bitcoin ] UTXO fAUA R, UTXO BRI AT B “RET” hid T
ANRACTRAL G R s, FEF P AR B 2R UTXO 22— BEAE A P IR INAS 5 A i B, Bitcoin
A8 Gy AR N 2L, BT AR 2 AT L@ UTXO Bk, @il EHa s LE AL B . 18
TOP Chain ', ¥R e AR S5, EMRBUFRNED, AT R, Bk
TikiE B REAWKHE, JfH TOP Chain | &F2E52 5 #ELH A — € fEIN) gas, 4% %% gas FLAiH 58
Jr i EEAUE token SR St i LA A2 A8 B A PR AN FE X HLBE B .

uint64_t m_latest send trans number{0};
uint256_t m latest send trans hash{};

uint64_t m_latest recv _trans number{0};
uint256_t m latest recv _trans hash{};

uint64_t m_account balance{0};
uint64_t m_account _burn_balance{@};
xpledge_balance m _account pledge balance;
uint64_t m_account lock balance{0};

uint64_t m_account lock tgas{0};

uint64_t m_account_unvote num{0};
int64_t m_account credit{0};
uint64_t m_account_nonce{0};
uint64_t m_account create time{0};
int32_t m_account status{0};
std: :map<std::string, std::string> m property hash;
xnative_property_t m_native property;
uintl6_t m_unconfirm_sendtx num{@};
std: :map<uintl6_t, std::string> m_ext;

8 BB

3.1.4. R GBS

XS, SR disk 2 (A R, e ZA0E I HEAH token RERAFESM disk 2 18], - AEA7K
INEAEHIIAE By o

X T Beacon RALH LA S, BRT gas HFEZ AN, A5 KIEIT IS8 AN —E F 2%,
miE LGP 2% beacon_tx_fee Y5, 4N 100%10°6 uTOP, W{f R4 %238 H iz i Bt o

// src/xtopcom/xtxexecutor/src/xtransaction_fee.cpp

uinte4_t xtransaction_fee_t::cal service fee(const std::string& source, const std::s
tring& target) {

uinté4 t beacon_tx_fee{0};
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#ifndef XENABLE_MOCK_ ZEC_STAKE

/] HPEHHEAE R A& 2l H bl 2 beacon A2 HILERT X B beacon_tx_fee

if (!is_sys_contract_address(common: :xaccount_address_t{ source })

&8& is beacon_contract_address(common::xaccount_address_t{ target })){
beacon_tx_fee = XGET_ONCHAIN_GOVERNANCE_PARAMETER(beacon_tx_fee);

}

#tendif

return beacon_tx_fee;

3.1.5. XAEB T

XIT TOP Chain i &, W/ IR G A — ME—R. IBE1 nonce PLA C AT — N2 5 1)
WA, BRI BERAENIE R . XT Bitcoin S 4 XReEm S, Hhd
HIMAHIT 50%5H 11, MIENAER G JG 5w 5 H I 5 e X SuiE o KB, & 5 BO0EX T R
. T8 hpPBFT-PoS*3LiH ) TOP Chain ik, WAE Tt FEAALELE .

3.1.6. EER S
R LR AEAEMEA 5 (i 5 Ot R WA A 5 145 A A 3 5 L

FIPHER AT Ty I 2 X B G i 244, 38 oy AR AT Bl A2 il 2 S8 edge 1 mAEAL IR 254
I ANl

// src/xtopcom/xrpc/xedge/xedge method manager.hpp:sendTransaction_method

if (!(target_action.get account_addr() == sys_contract_rec_standby pool addr && targ
et_action.get _action_name() == "nodeJoinNetwork")) {

if (!tx->sign_check()) {

throw xrpc_error{enum_xrpc_error_code::rpc_param_param_error, "transaction s
ign error"};

}
}

AR edge T AUONER, AR ARINKRR, HUET MBS HEL TR, HIER S
IHIE R o
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[global_trace][xtx_verifier][verify_tx_s

DO0OOLRauRZ3SvMtNhxcvoHtPEBJKIpmZgxQCe7Q,nonce=3

[global_trace][xtx_verifier][s
xubBkfMUqo7e9x1EaFS6, to=TO0000LRauR
Z3SvMtNhxcvoHtPBJKIpmZgxQCe7Q, nonce=
38-T24276:[Warn ]-(push_send_tx:49): xtxpo
ol_table_t: :push_send_tx table TaGGGGgRDZqupZS?Up 1gNnhMbEDp@229 verify send tx fail, tx:{
:send,nonce:3}

& 9 FEKY

3.2. HAhR 5 =& H it
3.2.1. X 5 T R T

LT GESEVE B SO B, SRS S ID AL SEHPRARRIENAZ S, #n— A
FAE BRI IIRAS . TOP Chain H1732 55 25 4 T HAhAZ 5 Bl 2 0 TP 1K, OB R 5 28 4 A 838 iy
T, WIRSARHANAE 5 HEE, BAZLRK a3 B2 FAE A& Schnorr, ANEF
ECDSA 2544 f1 ] 4 J@ 4

// src/xtopcom/xdata/src/xtransaction.cpp:digest_check
bool xtransaction_t::digest check() const {
base::xstream_t stream(base::xcontext_t::instance());
/] Va5
do_write_without_hash_signature(stream, true);

uint256_t hash = utl::xsha2_256_t::digest((const char*)stream.data(), stream.siz
e());

if (hash != m_transaction_hash) {
xwarn("xtransaction_t::digest_check fail. %s %s",
to_hex_str(hash).c_str(), to_hex_str(m_transaction_hash).c_str());
return false;

}

return true;

3.2.2. REEBE

2 PRI Ty I 22k [R5 GRS, Wi L5 SR b (58 G RAS X 2P success, fail, queue, pending
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// src/xtopcom/xrpc/xgetblock/get block.cpp

void get_block_handle: :update_tx_state(xJson::Value & result_json, const xJson::Valu
e & cons) {

if (cons["confirm_unit_info"]["exec_status"].asString() == "success") {
result_json["tx_state"] = "success";

} else if (cons["confirm_unit_info"]["exec_status"].asString() == "failure") {
result_json["tx_state"] = "fail";

} else if (cons["send_unit_info"]["height"].asUInt64() == @) {

result_json["tx_state"] = "queue";
} else {
result_json["tx_state"] = "pending";

}

FERZ AT Ja 2 BRI L RS

// src/xtopcom/xtxexecutor/src/xtransaction_executor.cpp:exec_batch_txs
for (auto & tx : txs) {
xtransaction_result t result;

int32 t action_ret = xtransaction executor::exec_tx(account_ context, tx, result)

if (action_ret) {
tx->set_current_exec_status(enum_xunit_tx_exec_status_fail);

// receive tx should always consensus success, contract only can exec one tx
once time, TODO(jimmy) need record fail/success

if (tx->is _recv_tx() || tx->is_confirm tx()) {
xassert(txs.size() == 1);
} else {

txs _result.m exec_fail tx = tx;
txs _result.m _exec_fail tx ret = action_ret;
// if has successfully txs, should return success

xwarn("xtransaction_executor::exec_batch_txs tx exec fail, %s result:fai




) et

BEOSIN

1 error:%s",

tx-
>dump().c_str(), chainbase::xmodule error_to str(action_ret).c str());

return action_ret; // one send tx fail will ignore success tx before

¥
} else {

tx->set _current_exec_ status(enum_xunit tx_exec_status _success);
txs_result.succ_txs result = result;

}

txs_result.m_exec_succ_txs.push_back(tx);

xkinfo("xtransaction_executor: :exec_batch_txs tx exec succ, tx=%s,total_result:%

tx->dump().c_str(), result.dump().c_str());

}

B P AEHEAT S AE AN R success IR A H AT B, ME LUK AR TR B .

3.2.3. TR KRS T

B TR i topio AT S ATHEK,  topio FEIK I fiy &2 -

Jtopio transfer TARGET_ADDRESS AMOUNT NOTE

A ATHIK T L note i T REERR ], ARER T 128 7

void ApiMethod: :transferl(std::string & to, double & amount_d, std::string & note, d
ouble & tx_deposit _d, std::ostringstream & out_str) {

std::ostringstream res;
if (update_account(res) != 0) {
return;

}

std::string from = g_userinfo.account;

if (note.size() > 128) {

std::cout << "note size: " << note.size() << " > maximum size 128" << endl;

return;




}

uint64_t amount = ASSET_TOP(amount_d);
uint64 _t tx_deposit = ASSET_TOP(tx_deposit_d);
if (tx_deposit != 0) {
api_method_imp_.set tx deposit(tx_deposit);
}
api_method_imp_.transfer(g_userinfo, from, to, amount, note, out_str);

tackle_send_tx_request(out_str);

}

topio ¥ 42 5% 4 Jr ik RPC AP RIRZE T /4, JE S~ M FE 5 HiAth RPC — 3L,

4, R T4

TOP Chain % hpPBFT-PoS* 1 AJLiRE D, hpPBFT A iE 4T M2 7 b 254, 2% HotStuff
ify&o

Hotstuff B, 48 =B B A ] LU IZ A AR TR . hotstuff AN BTS2 prepareQC,
lockedQC, commthC, = B 5E AR 22 2 T LA 100%5f 58 5 i, BRI EEE B AAZELE AN R 11
commitQC.

B AR B RPN, AITREAEEE AB AT AL, AN proposal  FO4RAC T 4 ¥
RIRER, B R AN BUA 28> proposal, AHTRE LR — =1 EE P> proposal ZE AR - (1)
(LR

Bt AR B = EAHEIE, 15 gel.node=A, gc2.node=B, vl=qcl.viewNumber, v2=qc2.viewNumber, %
vi<v2. qcs &mERT A HS AWRE. =&/ G121 preparaQC iE+,
gcs.viewNumber=vs, {hfCHSERN:

E (prepareQC) :=(v1<prepareQC. viewNumber<v2) A (prepareQC.node conflicts with
A)

BUAERT DA B — NI ges, gos ATLUBAR “PhoR” (ehi i

gcs:=argmin{prepareQC. viewNumber |prepareQC is valid AE (prepareQC) }

— AN IERA BRI A 2 R IE 53 244 1 %tsign(<qc1.type,qc1 viewNumber,qcl.node>)44 leader, 4 r i
Xt T tsign(<qcs.type, qcs.viewNumber,qcs.node>) A Ti ik 1 5H — PNEIA, IXFER) r WAFAE, H 0 gel.sig
F1 qes.sig FIHH— AN LA BER .
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EME viH, RBIAR rlfEH precommitQC M B B lockedQC, XA Ao T vs s/ IMEE L, BIA r
E A KL B lockedQC 7E qes TR Z B AN S 2s, 50U r —E % 2 T AL prepareQC, whA%E
A vs /MBI T - BIAS r ZERLIE vs Y prepare B B i A safeNode, HAWE mas
m.node=qcs.node. 3¢ m.node 5 lockedQC.node 15, Ht TCiZiE safeNode 1] safety K36 (iR [A]
false)

// hotstuff &k
function safeNode(node, qc):
return (node extends from lockedQC .node)// safety rule

(qc.viewNumber > lockedQC .viewNumber ) // liveness rule

AN, m.justify.viewNumber>vl #3d jz vs e/ IME R, K safeNode #2567 1) liveness /2 2
o FITLA r ANBEETXT vs HEAT prepare 2%, Bl qes #RATCVEAE AL, ANATREAELE AN R commitQC.

N T URANME TSV A EE B BFT Syk 224 PE i #, TOP Chain ff F 7 BOBGIE B K3 =1 2 53R
FITIME . 19 51 stake ZEA B REZ AN ER: fRIES (TOP token) . (E%r. 355, 17 A stake (ELHE
auditor 1 validator) & A=1F:

auditor stake = (§™ T{RUF G+ 145 52 5. 44/2) * auditor {52573

// src/xtopcom/xstake/xstake_algorithm.h
uinte4_t get auditor stake() const noexcept {
uint64_t stake = 0;
if (is_auditor _node()) {

stake = (m_account_mortgage / TOP_UNIT + m_vote amount / 2) * m_auditor_cred
it_numerator / m_auditor_credit_denominator;

}

return stake;

validator stake=sqrt[ (8§ LffRuE4+i" L4358 40/2) * validator 15 %:41]

// src/xtopcom/xstake/xstake_algorithm.h
uinte4_t get_validator_stake() const noexcept {
uinté4_t stake = 0;

if (is_validator_node()) {
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// IR FESHE & K validator stake

auto max_validator_stake = XGET_ONCHAIN_GOVERNANCE_ PARAMETER(max_validator_s
take);

stake = (uint64_t)sqrt((m_account_mortgage / TOP_UNIT + m_vote_amount / 2) *
m_validator credit _numerator / m_validator_credit_denominator);

stake = stake < max_validator_stake ? stake : max_validator_stake;

}

return stake;

— N ILRAEREFE— auditor group 1P validator group, ASEIEEREREXSR IS . SR RE Y
=B TE A GE R BFT 39k . Leader )i #%i@ 1 VRF-FTS (Follow-the-satoshi) #i7E. i#il VRF
A RRBENLER T, L4 Stake IIAL. BREZTT A TAE # ok, BARES . %5245 H Beacon L
— RYNELI5E

template <typename RNG>
std: :shared_ptr<node_type> select(RNG & prng) const {
auto node = this->root();
while (!node->is_leaf()) {
auto left = std::dynamic_pointer_cast<node_type>(node->left());
auto right = std::dynamic_pointer_cast<node_type>(node->right());
assert(left != nullptr);

auto const r = std::uniform_int_distribution<std::uint64_t>{0, node->stake()}(prng);
node = (r <= left->stake()) 7 left : right;
assert(node != nullptr);

}

assert(node->is_leaf());
return node;

&l 10 Bk ZE

Zih stake BRE T AR K, BRIK TR ET mAEZS A leader FIMER . JE HIRY &R N H
shard. shard #H#eHLi| B RAE RE & 2152
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bool elect_auditor_validator(common::xzone_id_t const & zone id,
common: : xcluster_id_t const & cluster_id,
common: :xgroup_id_t const & auditor_group_id,
std: :uint64_t const random seed,
common; : xlogic_time_t const election timestamp,
common: : xlogic_time_t const start time,
data: :election::xelection_association_result_store_t const & association result store
data: :election: :xstandby_network_result_t const & standby_network_result,
std: :unordered_map<common: : xgroup_id_t, data::election::xelection_result_store_t> & all cluster election result store);

bool elect_auditor(common::xzone_id_t const & zid
common: : xcluster_id_t const & cid,
common: : xgroup_id_t const & gid
common: :xlogic_time t const election timestamp,
common: :xlogic_time_t const start time,
std::uint64_t const random seed,
data::election: :xstandby_network_result_t const & standby network result,
data::election: :xelection_network_result_t & election_network_result);

bool elect_validator(common::xzone_id_t const & zid,
common: :xcluster_id t const & cid,
common; :xgroup_id_t const & auditor gid,
common: :xgroup_id_t const & validator_gid,
common: :xlogic_time t const election timestamp,
common: :xlogic_time_t const start_time,
std: :uint64_t const random seed,
data::election: :xstandby_network_result_t const & standby network result
data::election: :xelection_network_result_t & election_network_result);

[& 11 auditor A validator 1% 2&

— MRS auditor group A1 validator group, HiZ:%% auditor_group_count A1
validator_group_count #¢5€, HR#ELEE stake R M A N/Fe AL IREERE

static void normalize_stake(common::xrole_type_t const role, std::vector<xelection_awared_data_t> & input) {
auto & result = input;
switch (role) {
case common::Xrole_type_t::advance: {
std: :sort(std::begin(result), std::end(result), [](xelection_awared_data_t const & lhs, xelection_awared data_t const & rhs) { return lhs > rhs; }
)i
for (auto i = Qu; i < result.size(); ++i) {
if (result[i].stake() > 8) {
result[i].comprehensive_stake(calc_comprehensive_stake(i));

} else {
assert(result[i].stake() == 0);
result[i].comprehensive_stake(minimum comprehensive stake);
}
}
std: :sort(std::begin(result), std::end(result), [](xelection_awared_data_t const & lhs, xelection_awared data_t const & rhs) { return lhs < rhs; }
)i
break;

}

case common::xrole_type_t::consensus: {
for (auto & standby node : result) {
standby_node.comprehensive_stake(std::max(standby node.stake(), minimum_comprehensive_stake));

}

std::sort(std::begin(result), std::end(result), [](xelection_awared_data_t const & lhs, xelection_awared data_t const & rhs) { return lhs < rhs; }
H
break;
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else if(_test_for_block->get_height() == locked_block_height)
{

if( test for block->get_block_hash() != get_lock_block()->get_block_hash())
{

xwarn("xBFTRules: :safe_check_follow_locked_branch, fail-block with same height of locked,but different hash of proposal=%s vs
locked=%s at node=0x%l1x",_test_for_block->dump().c_str(), get_lock_block()->dump().c_str(),get_xip2_addr().low_addr)

return -1;
}
return 1;
}
else if( test for block->get_height() == (locked block height + 1) )

{
if( test for block->get_last_block_hash() != get_lock_block()->get_block_hash())
{
xwarn("xBFTRules: :safe_check_follow_locked_branch, fail-proposal try to fork at locked block of prev, proposal=%s vs locked=%s at
node=0x%11x", test for block->dump().c_str(), get_lock_block()->dump().c_str(),get_xip2_addr().low_addr);
return -1;

}
return 1;

B 14 5 XL
3. LR FEEE

xBFTdriver_t::on_view_fire: 4§t 2Lt proposal J7'5 5 K viewid FH44f5, ¥4 proposal JIA timeout %)
2, safe_check_for_block ¥ outofdate %1

xBFTdriver_t::on_clock_fire:4: i #hif ] safe_check_for_block %t proposal #E47# 2, 2 2 TN
outofdate %1%

bool xBFTRules::safe_check_for_block(base::xvblock_t * block)

{
base: :xvblock_t * lock block = get_lock_block();
if( (NULL == block) || (NULL == lock block) )
return false;
if( ( block->get_viewid() < block->get_height())
|| (_block->get_height() <= lock block->get_height())
|| ( block->get_viewid() <= lock block->get_viewid())
|| ( block->get_chainid() !'= lock block->get_chainid())
|| ( block->get_account() '= lock block->get_account())
)
{
return false;
}
return true;
}

15 safe_check_for_block

notify _proposal_fail X2 timeout_list F1 outofdate_list, >4 timeout_list H %) proposal £i2 7 & i leader 75
B, TR commit iR WERAE leader, FhbRiciX —H LIRS N timeout, outofdate_list H FIFRIE
& cancel .

cancel 1 timout ] proposal ¥ AN Ab 2, R4 clock block BXa), A DASRIEH: R Sy (13 14



| AR R

 BEOSIN

5. BARE

24 B UL Schnorr [RS4SR A5, RIEREY . 2825 AR L IIRE. Schnorr 2544
AAAEIA WL AR . 240 B R B8 BEAL 10 Ay bR 0 L2544 A A5 FH PR 1]t 2 5 500t 45 n) R0 A2 % PR
i, ®IPAUERH Schnorr 122 4=, 2244 T ECDSA.

— AT URES, Leader 14 do_sign()%} proposal %44

if(proposal->get_cert()->is_validator(get_xip2_addr().low addr))

{
proposal->set_verify_signature(get_vcertauth()->do_sign(get_xip2_addr(), proposal->get_cert(),
base: :xtime_utl::get_fast_randomé4()));

}

else

{
proposal->set_audit_signature(get_vcertauth()->do_sign(get_xip2_addr(), proposal->get_cert(),
base: :xtime_utl::get_fast_randomé4()));

}

& 16 4%

HoAth FAR T S AE AL proposal T B X2 4556, FH%) proposal 244, NN R

if(get_vcertauth()->verify_sign(leader xip, proposal->get_block()) == base::enum_vcert_auth_result::enum successful)
{
const int result_of_verify proposal = verify_proposal(_proposal->get_block(), bind xclock cert,this);
_proposal->set_result_of_verify_proposal(result of verify proposal);
if(result of verify proposal == enum xconsensus code successful)
{

std::string empty;

_proposal->add_voted_cert(leader_xip, _proposal->get_cert(),get_vcertauth());
_proposal->get_block()->set_verify_signature(empty);
_proposal->get_block()->set_audit_signature(empty);

const std::string signature = get_vcertauth()->do_sign(replica xip, proposal->get_cert(),base::xtime_utl::get_fast_random64

()

if(_proposal->get_cert()->is_validator(replica xip.low_addr))
_proposal->get_block()->set_verify_signature(signature);

else 1if( proposal->get_cert()->is_auditor(replica xip.low addr))
_proposal->get_block()->set_audit_signature(signature);

else

{
17 ZEHZRLE

Leaders 4bH vote Vi 2, 41 48T proposal HIHEE Ol 2 2f+1, G HABILIRAT R4, JHHA
verify_muti_sign()3&1iF £ H25 44
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if(_proposal—>is_vote_finish()) //check again
1f(false == pE&Boéal—>get_votea;ﬁélidators(}.empty())
{

const std::string merged sign for validators = get_vcertauth()->merge_muti_sign( proposal->get_voted_validators()
, _proposal->get_block());
_proposal ->get_block() ->set_verify_signature(merged sign for validators);

5 tor&=

1t

HI

1f(false —; _pr opcsal >get_voted_auditors().empty())

{
const std::string merged sign for auditors = get_vcertauth()->merge muti_sign( proposal->get_voted auditors(),
_proposal ->get_block());
_proposal ->get_block() ->set_audit_signature(merged sign for auditors);

1f(get vcertauth() >ver1fy muti_sign( proposal >get_block()) == base::enum_vcert_auth_result::enum successful) //

cer _1:-f"r\..‘ and ("gk “"'

& 18 BAZZHKLE

L ELZLKRB TR KA validator M1 auditor & 75 K H [W — group. [ — S #, W H
xschnorrsig_t::verify_muti_sign #2% validator A1 auditor [{]2542 .

if(miutiisignerisipubkey.size() < sig threshold)

xerror("xschnorrsig_t::verify muti_sign,fail-too little signers(%d) < sig_threshold(%u)", (int32_t)muti_signers_pubkey.size(),
sig threshold);
return false;

}

std: :shared_ptr<xmutisig::xpubkey> vote_agg pub = xmutisig::xmutisig::aggregate_pubkeys_2(muti_signers_pubkey
xmutisig: :xschnorr: :instance());
if(vote_agg_pub == nullptr)
{
xerror("xschnorrsig t::verify muti sign,fail-aggregate pubkeys with size(%d)",(int32_t)muti_signers_pubkey.size());
return false;
}
return xmutisig::xmutisig::verify sign(target hash,
*vote agg pub.get(),
aggregated sig obj.get_mutisig_seal(),
aggregated_sig_obj.get_mutisig_point(),
xmutisig: :xschnorr::instance());

B 19 X ZRHW
W1 f %6} proposal $1U4T xproposal_t::add_voted cert()iL FEHr, FfR T ANV KA EE R EY

if(m all votors.find(account addr of node) == m all votors.end()) //filter any duplicated account
{
if(get_cert()->is_validator(voter_xip))
{
const std::string& signature = qcert ptr->get_verify signature();
auto set res = m all voted cert. emplace(51gnature), ace do test whether item already in set
if(set_res.second)/ rn true when it is a new ele
{
auto map res = m voted validators.emplace(voter xip,signature);
if(map res.second)
{
m all votors.emplace(account addr of node);//record account to avoid duy te )des of same 1t
++m voted validators count;
return true;
}
xerror("xproposal_t::add_replica_cert,received two different verify certificate from replica_xip=%llu",voter_xip.low_addr);
}
else
{
xerrur("xproposal t::add_replica_cert,received a duplicated validator'certificate from replica_xip=%llu",voter_xip.low_addr)
}
}

& 20 validator i23%
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KRG ELOEH REM . 255 tee T oy, AL M. 1 REN S QT SIEN . T A
By BCESLLS SR R BT AR BOE T R AR

M

M S ER S ST AR BT AR WA R AE. AR R TE 0 F
100 VG, JF BT SR 75 545 25y xaction_type_asset_out ] source_action, m_amount /E 4™
RO AR

xreg_node_info node info;

auto ret = get_node_info(account, node_info)

XCONTRACT_ENSURE(ret != 0, "xrec_registration_contract::registerNode2: node exist!");

common: :xrole_type_t role_type = common::to_role_type(node_types);

XCONTRACT_ENSURE(role type != common::xrole_type_t::invalid, "xrec registration contract::registerNode2: invalid node type!");

XCONTRACT_ENSURE (is_valid_name (nickname) == true, "xrec_registration_contract::registerNode: invalid nickname");

XCONTRACT_ENSURE (dividend_rate >= 0 && dividend_rate <= 100, "xrec_registration_contract::registerNode: dividend_rate must be >=0 and be <= 100");

const xtransaction_ptr_t trans ptr = GET_TRANSACTION();
XCONTRACT_ENSURE (trans ptr->get_source_action().get_action_type() == xaction type asset out & !account.empty(),
"Xrec_registration_contract::registerNode: source_action type must be xaction_type_asset_out and account must be not empty")

xstream_t stream(xcontext_t::instance(), (uint8_t *)trans ptr->get_source_action().get_action_param().data(), trans ptr->get_source_action().
get_action_param().size());

@ 21 -|‘|-|j-““/ ﬂﬂ-

FRENHT A A AT N 7 B /NI, EL#E mortgage /& 75 3l /2 e /IR 461

if (node info.is_validator_node()) {
if (node_info.m validator_credit_numerator == 0) {
node info.m validator credit numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER(min credit);
}

}
if (node info.is_auditor_node()) {
if (node_info.m_auditor credit numerator == 0) {
node_info.m auditor_credit_numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER (min_credit);
}
}
uint64_t min_deposit = node_info.get_required_min_deposit();
xdbg(("[xrec_registration contract::registerNode2] call xregistration contract registerNode() pid:%d, transaction type:%d, source action type: %d,
m_deposit: %" PRIu64
", min_deposit: %" PRIu64 ", account: %s\n"),
getpid(),
trans ptr->get_tx_type(),
trans_ptr->get_source_action().get_action_type(),
asset_out.m amount,
min_deposit,
account.c_str());

XCONTRACT_ENSURE (node_info.m account mortgage >= min_deposit, "xrec registration contract::registerNode2: mortgage must be greater than minimum
deposit");

22 TR ARG E
T RE I 2RO RO A AL T ARSI, ARSI Y GV R

xslash_info s_info;

if (get_slash_info(account, s_info) == @ && s_info.m_staking_lock_time > @) {
XCONTRACT_ENSURE (cur time - s info.m punish time >= s info.m staking lock time, "[xrec registration contract::unregisterNode]
: has punish time, cannot deregister now");

B 23 T RiEHRE
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xrefund_info refund;

auto ret = get_refund(account, refund);

XCONTRACT_ENSURE(ret == ®, "xrec registration contract::redeemNodeDeposit: refund not exist");

XCONTRACT_ENSURE (cur_time - refund.create_time >= REDEEM_INTERVAL, "xrec_registration_contract::redeemNodeDeposit: interval must
be greater than or equal to REDEEM_INTERVAL")

24 E[E stake &
2. B Jiflk 5%
Bt i) 20% 47 AL ZEL, 76% T S LAE N, 4% NBE FIR R ALK,

IR N GO >0 HoO active MR, (RUEE>0 77, F AT U075 280 & L2 el 1 s ik
SR, ORI 12 M 3O

T 25 1 B = 4 SR A TR AR 200 12 M%*20% (MY AR BR AT E 1D
TAE S 2% ARSI 2K

> Edger #H: 2%

> Auditor #7t: 10% (% cluster *F-7), 85 SAE cluster PR H T TAESE & ELor 225D
> validator %ilE: 60% (#% shard P-4}, %77 f7E shard P ISHIE TAE & & H o 225l
>

&

Archiver f£14: 4%

top: :xstake: :uint128_t xzec_reward_contract::get_reward (top::xstake::uintl28_t issuance, xreward_type reward type) {
uint64_t reward_numerator = 0;
if (reward_type == xreward_type::edge_reward) {
reward_numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER (edge_ reward_ratio);

(

} else if (reward_type == xreward_type::archive_reward) {

reward_numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER (archive_reward_ratio);
} else if (reward type == xreward_type::validator reward) {

reward numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER (validator reward ratio);
} else if (reward type == xreward_type::auditor reward) {

reward numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER (auditor reward ratio);
} else if (reward type == xreward_type::vote reward) {

reward_numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER(vote reward_ratio);
} else if (reward_type == xreward_type::governance reward) {

reward_numerator = XGET_ONCHAIN_GOVERNANCE_PARAMETER (governance_reward_ratio)
}

return issuance * reward_numerator / 100;

25 it E
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bool xrec_proposal_contract::is_valid_proposal_type(proposal_type type) {
switch ( type)
{
case proposal_type::proposal update parameter:
case proposal_type::proposal update asset:
case proposal_type::proposal add parameter:
case proposal_type::proposal delete parameter:
case proposal_type::proposal update parameter incremental add:
case proposal_type::proposal update parameter incremental delete:
return true;

default:
return false;

}

& 26 IR RAEBRIG

xrec_proposal_contract::submitProposal #2324 2 =347 0 N A 5% .

> REREEHERGEE

R A proposal_update_parameter, FW7 target &3 /7£ T onchain_params CHIHr#{F 2R A7
EZZHO , WEEFRME S IHE

WA & proposal_update_asset, F|W target /& 75 &k ik

WA proposal_add_parameter, it target s&517fE - onchain_params (S INEAEZRAT
ELZHO

iR & proposal_delete_paramter, %K onchain_params 771t target

15 /& proposal_update_parameter_incremental_add/delete, target {V ¢ iF-{E A whitelist”

> IRBURZEAE S R sender Ki%k4&%, 5% 3% min_tcc_proposal_deposit FL#E, UK %S5

> FREUGSHARHA] tec_proposal_expire_time
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not yet voters = voter committee size - yes voters - no voters;

if (proposal.priority == priority critical) {
f (((yes_voters * 1.0 / voter_committee_size) >= (2.0 / 3)) && ((no_voters * 1.0 / voter_committee_size) < 0.20)) {
proposal.voting status = voting success;
} else {
proposal.voting status = voting failure;

} else if (proposal.priority == priority_important) {
if ((yes_voters * 1.0 / voter_committee size) >= 0.51 &% (not_yet_voters * 1.0 / voter committee_size < 0.25)) {
proposal.voting status = voting success;
} else {
proposal.voting_status = voting_failure;

} else {

f ((yes_voters * 1.0 / voter committee size) >= 0.51) {
proposal.voting_status = voting success;

} else {
proposal.voting status = voting failure;

> M%%%i?*L%m&u,ﬁﬁ%%ﬁ%%ﬁﬁa%&ﬁ%,m%%&%%%%%&%,#ﬁ
MR I A TR

not_yet _voters = voter_committee_size - yes_voters - no_voters;
if (proposal.priority == priority critical) {
f (((yes_voters * 1.0 / voter committee size) >= (2.0 / 3)) && ((no_voters * 1.0 / voter committee size) < 0.20) & (not_yet voters == 0)) {
proposal.voting status = voting success;
} else if ((no_voters * 1.0 / voter committee size) >= 0.20) {
proposal.voting status = voting failure;
} else if (proposal.priority == priority important) {
if ((yes_voters * 1.0 / voter committee size) >= 0.51 && (not_yet voters * 1.0 / voter committee size < 0.25)) {
proposal.voting_status = voting_success;
} else if ((no_voters * 1.0 / voter committee size) >= 0.51) {
proposal.voting_status = voting_failure;
} else {

if ((yes voters * 1.0 / voter committee size) >= 0.51) {

proposal.voting_status = voting_success;
} else if ((no_voters * 1.0 / voter committee size) >= 8.51) {

proposal.voting_status = voting_failure;
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void xtxpool_table_t::on_timer_check_cache(xreceipt_tranceiver_face_t & tranceiver, xtxpool_receipt_receiver_counter & counter)
std: :vector<xcons_transaction_ptr_t> receipts;
uint64_t now = xverifier::xtx_utl::get_gmttime_s();

receipts = m_unconfirm_sendtx_cache.on_timer_check_cache(now, counter);
if (receipts.empty()) {
return;
}
for (auto & receipt : receipts) {
if (!receipt->is_commit_prove_cert_set()) {
xassert(receipt->is_recv_tx());
std::string table_account = account_address_to_block_address(common::xaccount_address_t(receipt->get_source_addr(}))
uint64_t justify_table_height = receipt->get_unit_cert()->get_parent_block_height() + 2;
base: txauto_ptr<base::xvblock_t> justify_tableblock = xblocktool_t::load_justify_block(m_para->get_vblockstore(),
table_account, justify_table_height);
if (justify_tableblock == nullptr) {
xwarn("xtxpool_table_t::on_timer_check_cache can not load justify tableblock. tx=%s,account=%s,height=%1d",
receipt—=dump().c_str(), table_account.c_str(), justify_table_height);
continue;
}
receipt->set_commit_prove_with_parent_cert(justify_tableblock->get_cert());
} else {
xdbg("xtxpool_table_t::on_timer_check_cache tx receipt already set commit prove. tx=%s", receipt-=dump().c_str());

}

tranceiver.send_receipt(receipt, get_receipt_resend_time(receipt->get_unit_cert({)->get_gmtime(), now));

}
+

& 30 ERTIRE

4 receipt IR 4% B H confirmed J& 23 M\ cache FH 2[4

// clear confirmed entries

for (auto iter = m_retry_cache.begin(); iter != m_retry_cache.end();) {
// always erase first, then insert again
auto current_entry = *iter;

if (current_entry.m_receipt->is_confirmed()) {
// remove confirmed
xdbg (" [unconfirm cachelon_timer_check_cache is_confirmed");
XMETRICS_COUNTER_INCREMENT ("txpool_receipt_retry_cache", -1);
m_unconfirm_tx_num--;
iter = m_retry_cache.erase(iter);
continue;

& 31 BRI 5
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void xtxpool_t::on_block_confirmed(xblock _t * block) {
xinfo ("xtxpool_t::on_block_confirmed: block:%s", block->dump().c_str());

auto handler = [this](base::xcall_t & call, const int32_t cur thread id, const uint64_t timenow ms) -> bool {
xblock_t * block = dynamic cast<xblock_t *>(call.get_paraml().get_object());
xinfo("xtxpool_t::on_block_confirmed process, block:%s", block->dump().c_str());
if (block->is_tableblock() && block->get_clock() + block_clock_height_fall_behind_max > this->m para->get_chain_timer()->logic_time()) {
make_receipts_and_send (block) ;

xtxpool_table_t * xtxpool table = this->get_txpool_table_by addr(bleck->get_account());
xtxpool table->on_block_confirmed (block);
return true;
¥
if (is_mailbox_over limit()) {
xwarn("xtxpool_t::on_block_confirmed txpool mailbox limit,drop block=%s", block->dump().c_str());
return;

}
base::xcall_t asyn_call(handler, block);
send_call(asyn_call);

&l 33 XRFAIAFTHALIE

Shard#3 #5647 Receiver Action, [FIFf 4 BT 7E X LA S5 BT X B 952 ) ok A iR URRE 5 IR
5, HELZ confirm, Kik4: Shard#l. fZ3RFFHAT Confirm Action, &/NU B X SNG4 &
i% receipt #EN R —Fr Bt

Shard#1 Shard#3
® ®

Send Token: 100 Transaction(32 5 )
Sander: AccountX

Receiver:AccountY

Withdraw 100
from Account X

XBFT of Shard#1
Consensus

Generatpd Black

y
Block:m || Proof(Receipt) of withdraw |
Deposit 100

to Account Y

.

Hash->Map

Account X > Shard#1

xBFT of Shard#3
Consensus

Generatpd Block
Hash->Map

Account Y ——> Shard#3

Proof{Receipt) of Confirm Blockn

n

Confirm Received

XBFT of Shard#1
Consensus

Generaipd Block

g Query Status Transaction(3Z5) —
/:\ »  Block:mm I v
User

M FRXGRIE

A GRS, SfER G K shard i), 22 5 1 success A fail JRZHRIE L confirm_unit_info H
FPRAHRE, RI%E4 AL unit block = 0 B RRIRAS A queue,  HAth i i (IR A M pending. 7EIX
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Pt commit 3£ H xstore::set_transaction_hash i, FIWr 47722 2 KA, 52 confirm BIAZ 5 ik, &
& confirm_unit_info "] height.

// src/xtopcom/xrpc/xgetblock/get block.cpp

void get_block_handle: :update_tx_state(xJson::Value & result json, const xJson::Valu
e & cons) {

if (cons["confirm_unit_info"]["exec_status"].asString() == "success") {
result_json["tx_state"] = "success";

} else if (cons["confirm_unit_info"]["exec_status"].asString() == "failure") {
result json["tx_state"] = "fail";

} else if (cons["send_unit_info"]["height"].asUInt64() == @) {
result json["tx_state"] = "queue";

} else {

result json["tx_state"] "pending";

AN

A ARG, RS 51 source_addr AT unit i A R R IX B R4 FT 5E 828 5 1 confirm A2
1) o FTLAKEEAS 55 1) shard 768453 28 5y 56 a4 23 SR AS G iRAS s
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